Sixth Framework Programme[image: image2.png]



Project contract no. 043363

[image: image1.png]powupW




MANMADE

Diagnosing vulnerability, emergent phenomena and volatility in man-made networks

Specific Targeted Project

NEST PATHFINDER 

Sub-Priority Tackling Complexity in Science

Work Package 3– D3.3
Report on concepts to quantify vulnerability, error propagation, and
       attack strategies for heterogeneous interconnected networks Revision [1]

Due date of delivery: Month 24
Actual submission date: 26th February 2009
Start date of project: 1st of January 2007 




Duration: 36 months

Lead authors for this deliverable: [D.K. Arrowsmith (QMUL), E. Gutièrrez (JRC)]

	Project co-funded by the European Commission within the Sixth Framework Programme (2002-2006)

	Dissemination Level

	PU
	Public
	X

	PP
	Restricted to other programme participants (including the Commission Services)
	

	RE
	Restricted to a group specified by the consortium (including the Commission Services)
	

	CO
	Confidential, only for members of the consortium (including the Commission Services)
	


Table of Contents

Contents

iTable of Contents


11.
Executive Summary


1Annex 1


1Annex 2


1Annex 3


1Annex 4


17Annex 5


17Annex 6




1. Executive Summary

D3.3  Report on concepts to quantify vulnerability, error propagation, and
       attack strategies for heterogeneous interconnected networks
Summary:

The study of complex networks, such as transportation networks, power supply networks, the Internet, and even social communities is a topic of considerable importance from the fundamental as well as applied point of view.  Of particular interest is to understand how such networks can fail, e.g. the patterns for the breakdown of power supply, the spread of  viruses in a computer network, or the causes for traffic congestion.  So far there does not exist a well defined and generally accepted mathematical  approach to address such questions from a theoretical point of view, i.e.,  a quantitative measure for the concept of vulnerability of a network is still lacking. The problem is considerably exacerbated by the fact that the topology of most real world networks is far from being simple.  
In a collaborative attempt MASA, JRC, QMUL, other partners of MANMADE, and members of the related EU project IRRIIS have tried to develop concepts that help to understand breakdowns in real world infrastructure networks. Of particular importance is to investigate how the nontrivial topology of the interconnections influencesthe failures, breakdowns, and error propagation in networks. We have used different strategies to address such a topic. Topological considerations like betweenness centrality and max-flowcan be employed to estimate the robustness of the network, i.e. whether the system is error-tolerant to failures of high load links.  Alternatively coordinated attacks based on weighted links or the propagation of errors may be used to quantify the sensitivity of a network. Such concepts have been applied to numerically generated networks, e.g. to the corresponding Markov models, and to real world data sets. It has been found that such measures for vulnerability of complex networks normally depend strongly on the topology of the network.

Outreach:

As vulnerability is a topical subject we have established scientific collaborations with IRRIIS, an EU project on related subjects, and with the group of Vito Latora (Universita' di Catania). The collaborations  have already triggered invitations and long term visits of researchers.
Dissemination:

Results on the various quantitative measures for vulnerability have been  presented at different international conferences (see annex 2 and 5). Furthermore,  the major findings have been summarised and submitted to international peer review journals (see annex 1,3,4, and 6).
Impact:

The studies performed so far clarify the interplay between complex topology and vulnerability of real world networks..

Annex 1

Preprint "Application of modal analysis in assessing attack vulnerability of complex networks"
by I. Petreska, I. Tomovski, I., E. Gutierrez, L. Kocarev, F. Bono, and K. Poljansek

The manuscript "Topological modelling of large networks" is joint work between MASA and JRC and has been submitted to Physical Review E.
Annex 2

Conference contribution "A modal analysis based approach in studying robustness 
and vulnerability of complex networks" by I. Petreska, I. Tomovski, I., E. Gutierrez, L. Kocarev, F. Bono, and K. Poljansek

The contribution is joint work between MASA and JRC and has been published in the proceedings of the 2008 International Symposium on Nonlinear Theory  and its Applications NOLTA'08, Budapest, Hungary, September 7-10, (2008) 253-256
http://www.manu.edu.mk/manmade_web/Downloads/B2L-B3-Petreska-2088.pdf
http://www.manu.edu.mk/manmade_web/Downloads/NOLTA_prezentacija03.pdf
Annex 3

Preprint "Modeling malware propagation in networks" by N. Zlatanov and L. Kocarev

The manuscript "Topological modelling of large networks" was prepared by MASA and has been submitted to IEEE/ACM Transactions on Networking.
Annex 4

Preprint "Vulnerability of networks of interacting Markov chains" by L. Kocarev, N. Zlatanov, and D. Trajanov

The manuscript "Vulnerability of networks of interacting Markov chains" was prepared by MASA and has been submitted to Transactions of the Royal Society

Annex 5
Conference contributions 

"Game Theoretic Approach for Discovering Vulnerable Links in Complex Networks"
by  I. Mishkovski, S. Filiposka, S. Gramatikov, D. Trajanov, and L. Kocarev
and
"Network Topology Impact on Influence Spreading"
by S. Gramatikov, D. Trajanov, L. Kocarev, and A. Grnarov

The manuscripts "Game Theoretic Approach for Discovering Vulnerable  Links in Complex Networks" and "Network Topology Impact on Influence Spreading" were prepared by MASA and have been presented at the International Joint Conferences on Computer, Information, and System  Sciences, and Engineering, University of Bridgeport, USA 5-13 Dec. 2008. 
http://www.manu.edu.mk/manmade_web/Downloads/Game%20Theoretic%20Approach%20for%20Discovering%20Vulnerable%20Links%20in%20Complex%20Networks.pdf
Annex 6

Preprint "Robustness of Trans-European Gas Networks: The Hot Backbones"
by Rui Carvalho, Lubos Buzna, Flavio Bono, Eugenio Gutierrez, Wolfram
Just, and David Arrowsmith

The manuscript "Robustness of Trans-European Gas Networks: The Hot Backbones"
was prepared by QMUL and JRC in a collaboration with a member of IRRIIS
and has been submitted to Physical Review E.
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